BIOLINQ INCORPORATED PRIVACY POLICY
This Privacy Notice informs you of important information about how Biolinq
Incorporated (“Biolinq,” “we” or “our”) processes the personal data that we
collect in online and offline formats. Biolinq is committed to protecting and
safeguarding your information in compliance with all applicable privacy and
data protection laws and regulations.
As an early-stage company that does not market or sell commercial
products, Biolinq’s current business involves provision of medical technology
and related services to participants in clinical studies or trials (the “Study” or
“Studies”). Biolinq’s (the “Sponsor” of the Studies) policies setting forth
steps we take to protect personal information or personal data related to our
Studies are set forth in our Clinical Trial Agreements between Biolinq and
our clinical study Institutions and Investigators, as well as in our Information
and Consent Forms and Authorizations to Use and Disclose Protected
Health Information, copies of which are executed by all individuals
(“Subjects”) who consent to participate in clinical studies sponsored by
Biolinq.
Clinical study participants:
If you consent to participate as a Subject in a Study involving our medical
devices, your confidentiality will be protected as required by law and
according to any policies the study center or sponsor may have. Be aware
that your Study records (which include your medical records, your signed
and dated consent form, and other information) will be shared and copied
as needed for the Study. For example, the FDA may look at your records.
Please note that the Sponsor or Study staff may also share personal
information about you if required by law (for example, if the Study staff
suspects that you are going to harm someone or yourself). If you have
questions about this, please ask the Study staff.

If you would like to know how the sponsor will protect the privacy of your
records, ask the study staff how to get this information.
The Study staff or Sponsor may use some facts about your being in this
study in books, magazines, journals, and scientific meetings. If this
happens, no one will use your name or other information that could be used
to identify you.
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The Institutions, Investigators and their respective personnel who conduct
our clinical studies may be subject to the requirements of 42 U.S.C. 1171 et
seq. enacted by the Health Insurance Portability and Accountability Act of
1996 (“HIPAA”), as amended, and regulations promulgated thereunder,
and/or other applicable state or federal law or regulations governing the
use, disclosure, confidentiality, security, or privacy of personally identifiable
information (collectively, the “Privacy Regulations”). The Institutions, in
connection with the performance of the Studies, may collect, create,
receive, use, or disclose “protected health information” (“PHI”), as that term
is defined in 45 C.F.R. 164.501. The Institutions conducting our Studies all
represent and warrant that they shall act in compliance with the Privacy
Regulations, including, but not limited to, either (1) obtaining valid
authorizations meeting all of the requirements of the Privacy Regulations
which authorize Institution to collect, create, receive, use, or disclose
(including to Sponsor) PHI, and/or (2) making an informed and good faith
determination that it is not required to obtain authorization under the
Privacy Regulations for such collection, creation, receipt, use, or disclosure
(including to Sponsor).
An institutional review board (IRB) is an independent committee
established to help protect the rights of research subjects. If you are a
Subject in one of our Studies and you have any questions about your
rights as a research Subject, and/or concerns or complaints regarding our
research Study, please contact the IRB identified on the informed consent
document you signed to be a participant in the study.
When and why Biolinq collects Personal Data or Information from
individuals who are not Subjects in our Studies
When we use the term “Services” in this Policy, we mean to refer collectively
to:
•
•

The website owned and controlled by us that links to this Privacy
Notice (“Sites”); and
Interactions with the public whether in person or via social media
properties we operate, and emails that we send (“Social Media
Activities”).
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When we use the term “personal data” or “personal information,” we mean
data or information that reasonably can be used to identify a person, or that
reasonably relates to a person.
How we collect and use personal data
We collect and process personal data about a number of different individuals
through the provision of our Services. These include prospective customers
of our future products, others who may be interested in our technology and
future products and services, visitors to our offices, visitors to our Sites,
vendors, physicians and other individuals.
Partners, Members of the Public and Prospective Customers: We
collaborate with and use services from corporate entities, and data about
entities is not personal data. But we do process personal data of their
employees, representatives and other personal data provided to us.
Moreover, we also process personal data that members of the public provide
to us via our Sites and Social Media Activities.
We may collect the following personal data in the context of providing our
Services and through our Sites and Social Media Activities:
•
•
•
•
•
•

Names
Job titles
Email address
Physical address
Phone number
Device log data (but not patient data)

Our legal bases for processing personal data in connection with our Services
and through our Sites and Social Media Activities include:
•
•
•

To comply with legal obligations and professional responsibilities;
To perform contracts;
To pursue our legitimate interests of:
•
•
•
•

ensuring that we deliver the best possible service,
keeping individuals informed of developments in our technology,
products, and services,
business development, and
ensuring we build and maintain a good working relationship with
you;
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•

Your consent, but where we make it clear to you in advance that we
are relying on you consent (for example, when you sign up to our
mailing list).

Health Care Professionals: We often interact with health care
professionals in the conduct of our business. In connection with our
Services, we may contract with them to perform consulting or to conduct
clinical trials. We collect the following personal data about health care
professionals.
•
•
•
•
•
•
•

Names
Job titles
Email address
Professional address
Phone number
Resume and work history details
Financial and tax information (when we need to pay consultants)

Our legal bases for processing this personal data include:
• To comply with legal obligations and professional responsibilities (for
example, transparency laws and codes governing the health care
industry);
• To perform contracts;
• To pursue our legitimate interests of:
•
•
•
•

•

ensuring that we deliver the best possible services,
keeping individuals informed of developments in our technology,
and services,
business development, and
ensuring we build and maintain a good working relationship with
health care professionals in the industry;

Their consent, but where we make it clear to you in advance that we
are relying on their consent.

Visitors to our offices: For visitors to our offices we take a record of name
and contact information. This information is recorded for legitimate business
purposes and for health and safety purposes so that we know who is in the
building in event of an emergency. If we host guests or members of the
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public at our facilities and we serve food, we may have information about
your dietary requirements.
The legal bases we rely on to process this personal data are:
•
•

To comply with our legal obligations;
To pursue our legitimate interests in ensuring the safety and security
or our employees and visitors.

Vendors and business partners: We process personal data of vendors
and business partners in the conduct of our business operations, including
name, contact information, financial information, tax information, and
information to verify identity. For vendors, we do this so that we can
communicate about the services the vendors are providing to us now and in
the future. For business partners, we do this to support, grow and maintain
the relationship. For individual vendors and business partners, we hold
financial information in order to pay invoices. Sometimes we receive this
information from a third party who is recommending the service to us.
The legal bases we rely on to process this personal data are:
•
•
•

To perform contracts
To comply with our legal obligations;
To pursue our legitimate interests of managing and operating our
business, including through use of vendors and business partners.

Social Media: Social media channels, pages and blogs which we may use
are hosted by third-party vendors. Those vendors normally require
registrants to provide personal data, including name and email address
among other kinds of information. This personal data is not collected by us,
but may be shared with us. We use this personal data to manage our online
communities and for other purposes set forth in this Privacy Notice.
E-mail Marketing: We may periodically send you relevant alerts and
newsletters by e-mail. We often receive a confirmation when you open an email or click on a link included in one of these emails, if your computer
supports such capabilities. Instructions on how to unsubscribe from these
alerts and newsletters are included in each e-mail.
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Additional uses of personal data:
In addition to the uses described above, we may use your personal data for
the following purposes. Some of these uses may, under certain
circumstances, be based on your consent, may be necessary to fulfill our
contractual commitments to you, are necessary to serve our legitimate
interests in the following business operations, or to comply with our legal
obligations:
•
•
•
•

•
•
•
•

•

Operating our business, administering the Services and managing your
accounts;
Addressing and tracking product complaints and reporting information
to regulatory agencies (e.g., FDA);
Contacting you to respond to your requests or inquiries;
Providing you with newsletters, articles, alerts and announcements,
event invitations, and other information that we believe may be of
interest to you;
Providing you with information that is tailored to your interests;
Conducting research, surveys, and similar inquiries to help us
understand trends and customer needs;
Analyzing your interactions with us, and improving our products,
services, programs, and other offerings;
Preventing, investigating, or providing notice of fraud, unlawful or
criminal activity, or unauthorized access to or use of Personal
Information, our website or data systems; or to meet legal obligations;
and
Enforcing our Terms of Use and other agreements.

Visitors to our Sites: We may collect certain personal data from visitors to
our Sites. We generally collect this information directly from you when you
fill out form fields, apply for a job, or request additional information from us
on our Sites. Under these circumstances we collect the following personal
data on our Sites:
•
•
•
•
•

Name (and Company name, if you choose to share that information)
Email address
Physical address
Phone number
Time zone
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•
•

Resume and work history details, if you apply for a job with us
The information about our services you are interested in

The legal bases we rely on to process this information are:
•
•

To pursue our legitimate interests of operating and growing our
business, and operating and improving the Sites; and
Your consent, where we make it clear to you in advance that we are
relying on you consent (for example, when you sign up to our mailing
list).

Our web site (www.biolinq.com) (this “Website”) collects some Personal
Data from its Users.
This document contains a section dedicated to Californian consumers and
their privacy rights.
This document can be printed for reference by using the print command in
the settings of any browser.
Owner and Data Controller
Biolinq Incorporated
4535 Towne Centre Ct STE 200
San Diego, CA 92121
Owner contact email: info@biolinq.com
Types of Data collected
Among the types of Personal Data that this Website collects, by itself or
through third parties, there are: Cookies; Usage Data.
Complete details on each type of Personal Data collected are provided in
the dedicated sections of this privacy policy or by specific explanation texts
displayed prior to the Data collection. Personal Data may be freely
provided by the User, or, in case of Usage Data, collected automatically
when using this Website.
Unless specified otherwise, all Data requested by this Website is
mandatory and failure to provide this Data may make it impossible for this
Website to provide its services. In cases where this Website specifically
states that some Data is not mandatory, Users are free not to communicate
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this Data without consequences to the availability or the functioning of the
Service. Users who are uncertain about which Personal Data is mandatory
are welcome to contact the Owner.
Any use of Cookies – or of other tracking tools – by this Website or by the
owners of third-party services used by this Website serves the purpose of
providing the Service required by the User, in addition to any other
purposes described in the present document and in the Cookie Policy, if
available.
Users are responsible for any third-party Personal Data obtained, published
or shared through this Website and confirm that they have the third party's
consent to provide the Data to the Owner.
Mode and place of processing the Data
Methods of processing
The Owner takes appropriate security measures to prevent unauthorized
access, disclosure, modification, or unauthorized destruction of the Data.
The Data processing is carried out using computers and/or IT enabled
tools, following organizational procedures and modes strictly related to the
purposes indicated. In addition to the Owner, in some cases, the Data may
be accessible to certain types of persons in charge, involved with the
operation of this Website (administration, sales, marketing, legal, system
administration) or external parties (such as third-party technical service
providers, mail carriers, hosting providers, IT companies, communications
agencies) appointed, if necessary, as Data Processors by the Owner. The
updated list of these parties may be requested from the Owner at any time.
Legal basis of processing
The Owner may process Personal Data relating to Users if one of the
following applies:
• Users have given their consent for one or more specific purposes.
Note: Under some legislations the Owner may be allowed to
process Personal Data until the User objects to such processing
(“opt-out”), without having to rely on consent or any other of the
following legal bases. This, however, does not apply, whenever
the processing of Personal Data is subject to European data
protection law;
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•

•
•
•

provision of Data is necessary for the performance of an
agreement with the User and/or for any pre-contractual
obligations thereof;
processing is necessary for compliance with a legal obligation to
which the Owner is subject;
processing is related to a task that is carried out in the public
interest or in the exercise of official authority vested in the Owner;
processing is necessary for the purposes of the legitimate
interests pursued by the Owner or by a third party.

In any case, the Owner will gladly help to clarify the specific legal basis that
applies to the processing, and in particular whether the provision of
Personal Data is a statutory or contractual requirement, or a requirement
necessary to enter into a contract.
Place
The Data is processed at the Owner's operating offices and in any other
places where the parties involved in the processing are located.
Depending on the User's location, data transfers may involve transferring
the User's Data to a country other than their own. To find out more about
the place of processing of such transferred Data, Users can check the
section containing details about the processing of Personal Data.
Users are also entitled to learn about the legal basis of Data transfers to a
country outside the European Union or to any international organization
governed by public international law or set up by two or more countries,
such as the UN, and about the security measures taken by the Owner to
safeguard their Data.
If any such transfer takes place, Users can find out more by checking the
relevant sections of this document or inquire with the Owner using the
information provided in the contact section.
Retention time
Personal Data shall be processed and stored for as long as required by the
purpose they have been collected for.
Therefore:
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•

•

Personal Data collected for purposes related to the performance
of a contract between the Owner and the User shall be retained
until such contract has been fully performed.
Personal Data collected for the purposes of the Owner’s
legitimate interests shall be retained as long as needed to fulfill
such purposes. Users may find specific information regarding the
legitimate interests pursued by the Owner within the relevant
sections of this document or by contacting the Owner.

The Owner may be allowed to retain Personal Data for a longer period
whenever the User has given consent to such processing, as long as such
consent is not withdrawn. Furthermore, the Owner may be obliged to retain
Personal Data for a longer period whenever required to do so for the
performance of a legal obligation or upon order of an authority.
Once the retention period expires, Personal Data shall be deleted.
Therefore, the right to access, the right to erasure, the right to rectification
and the right to data portability cannot be enforced after expiration of the
retention period.
The purposes of processing
The Data concerning the User is collected to allow the Owner to provide its
Service, comply with its legal obligations, respond to enforcement requests,
protect its rights and interests (or those of its Users or third parties), detect
any malicious or fraudulent activity, as well as the following: Analytics,
Displaying content from external platforms, Tag Management and Platform
services and hosting.
For specific information about the Personal Data used for each purpose,
the User may refer to the section “Detailed information on the processing of
Personal Data”.
Detailed information on the processing of Personal Data
Personal Data is collected for the following purposes and using the
following services:
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•
•
•
•

Analytics
Displaying content from external platforms
Platform services and hosting
Tag Management

The Rights of Users
Users may exercise certain rights regarding their Data processed by the
Owner.
In particular, Users have the right to do the following:
• Withdraw their consent at any time. Users have the right to
withdraw consent where they have previously given their consent
to the processing of their Personal Data.
• Object to processing of their Data. Users have the right to
object to the processing of their Data if the processing is carried
out on a legal basis other than consent. Further details are
provided in the dedicated section below.
• Access their Data. Users have the right to learn if Data is being
processed by the Owner, obtain disclosure regarding certain
aspects of the processing and obtain a copy of the Data
undergoing processing.
• Verify and seek rectification. Users have the right to verify the
accuracy of their Data and ask for it to be updated or corrected.
• Restrict the processing of their Data. Users have the right,
under certain circumstances, to restrict the processing of their
Data. In this case, the Owner will not process their Data for any
purpose other than storing it.
• Have their Personal Data deleted or otherwise
removed. Users have the right, under certain circumstances, to
obtain the erasure of their Data from the Owner.
• Receive their Data and have it transferred to another
controller. Users have the right to receive their Data in a
structured, commonly used and machine readable format and, if
technically feasible, to have it transmitted to another controller
without any hindrance. This provision is applicable provided that
the Data is processed by automated means and that the
processing is based on the User's consent, on a contract which
the User is part of or on pre-contractual obligations thereof.
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•

Lodge a complaint. Users have the right to bring a claim before
their competent data protection authority.

Details about the right to object to processing
Where Personal Data is processed for a public interest, in the exercise of
an official authority vested in the Owner or for the purposes of the
legitimate interests pursued by the Owner, Users may object to such
processing by providing a ground related to their particular situation to
justify the objection.
Users must know that, however, should their Personal Data be processed
for direct marketing purposes, they can object to that processing at any
time without providing any justification. To learn, whether the Owner is
processing Personal Data for direct marketing purposes, Users may refer
to the relevant sections of this document.
How to exercise these rights
Any requests to exercise User rights can be directed to the Owner through
the contact details provided in this document. These requests can be
exercised free of charge and will be addressed by the Owner as early as
possible and always within one month.
Cookie Policy
This Website uses Trackers. To learn more, the User may consult
the Cookie Policy.
Additional information about Data collection and processing
Legal action
The User's Personal Data may be used for legal purposes by the Owner in
Court or in the stages leading to possible legal action arising from improper
use of this Website or the related Services.
The User declares to be aware that the Owner may be required to reveal
personal data upon request of public authorities.
Additional information about User’s Personal Data
In addition to the information contained in this privacy policy, this Website
may provide the User with additional and contextual information concerning
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particular Services or the collection and processing of Personal Data upon
request.
System logs and maintenance
For operation and maintenance purposes, this Website and any third-party
services may collect files that record interaction with this Website (System
logs) use other Personal Data (such as the IP Address) for this purpose.
Information not contained in this policy
More details concerning the collection or processing of Personal Data may
be requested from the Owner at any time. Please see the contact
information at the beginning of this document.
How “Do Not Track” requests are handled
This Website does not support “Do Not Track” requests.
To determine whether any of the third-party services it uses honor the “Do
Not Track” requests, please read their privacy policies.
Changes to this privacy policy
The Owner reserves the right to make changes to this privacy policy at any
time by notifying its Users on this page and possibly within this Website
and/or - as far as technically and legally feasible - sending a notice to
Users via any contact information available to the Owner. It is strongly
recommended to check this page often, referring to the date of the last
modification listed at the bottom.
Should the changes affect processing activities performed on the basis of
the User’s consent, the Owner shall collect new consent from the User,
where required.
Information for Californian consumers
This part of the document integrates with and supplements the information
contained in the rest of the privacy policy and is provided by the business
running this Website and, if the case may be, its parent, subsidiaries and
affiliates (for the purposes of this section referred to collectively as “we”,
“us”, “our”).
The provisions contained in this section apply to all Users who are
consumers residing in the state of California, United States of America,
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according to "The California Consumer Privacy Act of 2018" (Users are
referred to below, simply as “you”, “your”, “yours”), and, for such
consumers, these provisions supersede any other possibly divergent or
conflicting provisions contained in the privacy policy.
This part of the document uses the term “personal information“ as it is
defined in The California Consumer Privacy Act (CCPA).
Categories of personal information collected, disclosed or sold
In this section we summarize the categories of personal information that
we've collected, disclosed or sold and the purposes thereof. You can read
about these activities in detail in the section titled “Detailed
information on the processing of Personal Data” within this
document.
Information we collect: the categories of personal information we
collect
We have collected the following categories of personal information about
you: internet information.
We will not collect additional categories of personal information without
notifying you.
How we collect information: what are the sources of the personal
information we collect?
We collect the above-mentioned categories of personal information, either
directly or indirectly, from you when you use this Website.
For example, you directly provide your personal information when you
submit requests via any forms on this Website. You also provide personal
information indirectly when you navigate this Website, as personal
information about you is automatically observed and collected. Finally, we
may collect your personal information from third parties that work with us in
connection with the Service or with the functioning of this Website and
features thereof.
How we use the information we collect: sharing and disclosing of
your personal information with third parties for a business purpose
We may disclose the personal information we collect about you to a third
party for business purposes. In this case, we enter a written agreement
with such third party that requires the recipient to both keep the personal
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information confidential and not use it for any purpose(s) other than those
necessary for the performance of the agreement.
We may also disclose your personal information to third parties when you
explicitly ask or authorize us to do so, in order to provide you with our
Service.
To find out more about the purposes of processing, please refer to the
relevant section of this document.
Sale of your personal information
For our purposes, the word “sale” means any “selling, renting, releasing,
disclosing, disseminating, making available, transferring or otherwise
communicating orally, in writing, or by electronic means, a consumer's
personal information by the business to another business or a third
party, for monetary or other valuable consideration”.
This means that, for example, a sale can happen whenever an application
runs ads, or makes statistical analyses on the traffic or views, or simply
because it uses tools such as social network plugins and the like.
Your right to opt out of the sale of personal information
You have the right to opt out of the sale of your personal information. This
means that whenever you request us to stop selling your data, we will
abide by your request.
Such requests can be made freely, at any time, without submitting any
verifiable request, simply by following the instructions below.
Instructions to opt out of the sale of personal information
If you’d like to know more, or exercise your right to opt out in regard to all
the sales carried out by this Website, both online and offline, you can
contact us for further information using the contact details provided in this
document.
What are the purposes for which we use your personal information?
We may use your personal information to allow the operational functioning
of this Website and features thereof (“business purposes”). In such cases,
your personal information will be processed in a fashion necessary and
proportionate to the business purpose for which it was collected, and
strictly within the limits of compatible operational purposes.
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We may also use your personal information for other reasons such as for
commercial purposes (as indicated within the section “Detailed information
on the processing of Personal Data” within this document), as well as for
complying with the law and defending our rights before the competent
authorities where our rights and interests are threatened or we suffer an
actual damage.
We will not use your personal information for different, unrelated, or
incompatible purposes without notifying you.
Your California privacy rights and how to exercise them
The right to know and to portability
You have the right to request that we disclose to you:
• the categories and sources of the personal information that we
collect about you, the purposes for which we use your information
and with whom such information is shared;
• in case of sale of personal information or disclosure for a
business purpose, two separate lists where we disclose:
• for sales, the personal information categories purchased
by each category of recipient; and
• for disclosures for a business purpose, the personal
information categories obtained by each category of
recipient.
The disclosure described above will be limited to the personal information
collected or used over the past 12 months.
If we deliver our response electronically, the information enclosed will be
"portable", i.e. delivered in an easily usable format to enable you to transmit
the information to another entity without hindrance – provided that this is
technically feasible.
The right to request the deletion of your personal information
You have the right to request that we delete any of your personal
information, subject to exceptions set forth by the law (such as, including
but not limited to, where the information is used to identify and repair errors
on this Website, to detect security incidents and protect against fraudulent
or illegal activities, to exercise certain rights etc.).

16

If no legal exception applies, as a result of exercising your right, we will
delete your personal information and direct any of our service providers to
do so.
How to exercise your rights
To exercise the rights described above, you need to submit your verifiable
request to us by contacting us via the details provided in this document.
For us to respond to your request, it’s necessary that we know who you
are. Therefore, you can only exercise the above rights by making a
verifiable request which must:
• provide sufficient information that allows us to reasonably verify
you are the person about whom we collected personal information
or an authorized representative;
• describe your request with sufficient detail that allows us to
properly understand, evaluate, and respond to it.
We will not respond to any request if we are unable to verify your identity
and therefore confirm the personal information in our possession actually
relates to you.
If you cannot personally submit a verifiable request, you can authorize a
person registered with the California Secretary of State to act on your
behalf.
If you are an adult, you can make a verifiable request on behalf of a minor
under your parental authority.
You can submit a maximum number of 2 requests over a period of 12
months.
How and when we are expected to handle your request
We will confirm receipt of your verifiable request within 10 days and provide
information about how we will process your request.
We will respond to your request within 45 days of its receipt. Should we
need more time, we will explain to you the reasons why, and how much
more time we need. In this regard, please note that we may take up to 90
days to fulfill your request.
Our disclosure(s) will cover the preceding 12 month period.
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Should we deny your request, we will explain you the reasons behind our
denial.
We do not charge a fee to process or respond to your verifiable request
unless such request is manifestly unfounded or excessive. In such cases,
we may charge a reasonable fee, or refuse to act on the request. In either
case, we will communicate our choices and explain the reasons behind it.
Cookie Notice

This document informs Users about the technologies that help this Website
to achieve the purposes described below. Such technologies allow the
Owner to access and store information (for example by using a Cookie) or
use resources (for example by running a script) on a User’s device as they
interact with this Website.
For simplicity, all such technologies are defined as "Trackers" within this
document – unless there is a reason to differentiate.
For example, while Cookies can be used on both web and mobile
browsers, it would be inaccurate to talk about Cookies in the context of
mobile apps as they are a browser-based Tracker. For this reason, within
this document, the term Cookies is only used where it is specifically meant
to indicate that particular type of Tracker.
Some of the purposes for which Trackers are used may also require the
User's consent. Whenever consent is given, it can be freely withdrawn at
any time following the instructions provided in this document.
This Website uses Trackers managed directly by the Owner (so-called
“first-party” Trackers) and Trackers that enable services provided by a
third-party (so-called “third-party” Trackers). Unless otherwise specified
within this document, third-party providers may access the Trackers
managed by them.
The validity and expiration periods of Cookies and other similar Trackers
may vary depending on the lifetime set by the Owner or the relevant
provider. Some of them expire upon termination of the User’s browsing
session.
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In addition to what’s specified in the descriptions within each of the
categories below, Users may find more precise and updated information
regarding lifetime specification as well as any other relevant information –
such as the presence of other Trackers - in the linked privacy policies of the
respective third-party providers or by contacting the Owner.
Activities strictly necessary for the operation of this Website and
delivery of the Service
This Website uses so-called “technical” Cookies and other similar Trackers
to carry out activities that are strictly necessary for the operation or delivery
of the Service.
Other activities involving the use of Trackers
Experience enhancement
This Website uses Trackers to provide a personalized user experience by
improving the quality of preference management options, and by enabling
interaction with external networks and platforms.
• Displaying content from external platforms
Measurement
This Website uses Trackers to measure traffic and analyze User behavior
with the goal of improving the Service.
• Analytics
How to manage preferences and provide or withdraw consent
There are various ways to manage Tracker related preferences and to
provide and withdraw consent, where relevant:
Users can manage preferences related to Trackers from directly within their
own device settings, for example, by preventing the use or storage of
Trackers.
Additionally, whenever the use of Trackers is based on consent, Users can
provide or withdraw such consent by setting their preferences within the
cookie notice or by updating such preferences accordingly via the relevant
consent-preferences widget, if available.
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It is also possible, via relevant browser or device features, to delete
previously stored Trackers, including those used to remember the User’s
initial consent.
Other Trackers in the browser’s local memory may be cleared by deleting
the browsing history.
With regard to any third-party Trackers, Users can manage their
preferences and withdraw their consent via the related opt-out link (where
provided), by using the means indicated in the third party's privacy policy,
or by contacting the third party.
Locating Tracker Settings
Users can, for example, find information about how to manage Cookies in
the most commonly used browsers at the following addresses:
• Google Chrome
• Mozilla Firefox
• Apple Safari
• Microsoft Internet Explorer
• Microsoft Edge
• Brave
• Opera
Users may also manage certain categories of Trackers used on mobile
apps by opting out through relevant device settings, such as the device
advertising settings for mobile devices, or tracking settings in general
(Users may open the device settings, view and look for the relevant
setting).
Advertising industry specific opt-outs
Notwithstanding the above, Users may follow the instructions provided
by YourOnlineChoices (EU), the Network Advertising Initiative (US) and
the Digital Advertising Alliance (US), DAAC (Canada), DDAI (Japan) or
other similar services. Such initiatives allow Users to select their tracking
preferences for most of the advertising tools. The Owner thus recommends
that Users make use of these resources in addition to the information
provided in this document.
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The Digital Advertising Alliance offers an application
called AppChoices that helps Users to control interest-based advertising on
mobile apps.
Owner and Data Controller
Biolinq Inc,
4535 Towne Centre Ct STE 200
San Diego, CA 92121
Owner contact email: info@biolinq.com
Since the use of third-party Trackers through this Website cannot be fully
controlled by the Owner, any specific references to third-party Trackers are
to be considered indicative. In order to obtain complete information, Users
are kindly requested to consult the privacy policies of the respective thirdparty services listed in this document.
Given the objective complexity surrounding tracking technologies, Users
are encouraged to contact the Owner should they wish to receive any
further information on the use of such technologies by this Website.
Definitions related to disclosure of “Cookies”
Personal Data (or Data)
Any information that directly, indirectly, or in connection with other
information — including a personal identification number — allows for the
identification or identifiability of a natural person.
Usage Data
Information collected automatically through this Website (or third-party
services employed in this Website), which can include: the IP addresses or
domain names of the computers utilized by the Users who use this
Website, the URI addresses (Uniform Resource Identifier), the time of the
request, the method utilized to submit the request to the server, the size of
the file received in response, the numerical code indicating the status of the
server's answer (successful outcome, error, etc.), the country of origin, the
features of the browser and the operating system utilized by the User, the
various time details per visit (e.g., the time spent on each page within the
Application) and the details about the path followed within the Application
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with special reference to the sequence of pages visited, and other
parameters about the device operating system and/or the User's IT
environment.
User
The individual using this Website who, unless otherwise specified,
coincides with the Data Subject.
Data Subject
The natural person to whom the Personal Data refers.
Data Processor (or Data Supervisor)
The natural or legal person, public authority, agency or other body which
processes Personal Data on behalf of the Controller, as described in this
privacy policy.
Data Controller (or Owner)
The natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the
processing of Personal Data, including the security measures concerning
the operation and use of this Website. The Data Controller, unless
otherwise specified, is the Owner of this Website.
This Website (or this Application)
The means by which the Personal Data of the User is collected and
processed.
Service
The service provided by this Website as described in the relative terms (if
available) and on this site/application.
European Union (or EU)
Unless otherwise specified, all references made within this document to the
European Union include all current member states to the European Union
and the European Economic Area.
Cookie
Cookies are Trackers consisting of small sets of data stored in the User's
browser.
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Tracker
Tracker indicates any technology - e.g., Cookies, unique identifiers, web
beacons, embedded scripts, e-tags and fingerprinting - that enables the
tracking of Users, for example by accessing or storing information on the
User’s device.
Links to Other Sites
Occasionally we provide links to other websites for your convenience and
information. These sites operate independently from our Sites and are not
under our control. These sites may have their own privacy notices or
terms of use, which you should review if you visit any sites linked through
our Sites. We are not responsible for the content or use of these unrelated
sites.
Updates to this Privacy Notice
Although most changes are likely to be minor, Biolinq may change its
Privacy Notice from time to time, and at Biolinq’s sole discretion. Biolinq
encourages visitors to frequently check this page for any changes to its
Privacy Notice.
How to contact us
If you have any queries, questions or concerns about this Privacy Notice
or our personal data handling practices, please contact us at
info@biolinq.com.

Legal information
This privacy statement has been prepared based on provisions of multiple
legislations, including Art. 13/14 of Regulation (EU) 2016/679 (General
Data Protection Regulation).
This privacy policy relates solely to this Website, if not stated otherwise
within this document.
Biolinq Incorporated Privacy Policy
Last updated: October 2021
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